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“IoT is not about connecting Things. It´s about connecting people, processes,
and data. It´s about unlocking insights, creating new business models, and
improving our quality of life.”
Sanjay Brahmawar, CEO at Software AG

Internet of Things.
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What is IoT?

In simple terms, IoT is a network of everyday physical objects like
smart thermostats, security cameras and even fridges that are
connected to the internet and can communicate with each other.
These devices are equipped with sensors, software, and
connectivity, which allow them to collect and share information
with other devices and systems.

The idea is to use technology to make our lives easier, more
efficient, and more productive by creating a network of smart
services that can automate tasks, gather and analyse data and make
decisions based on that data.
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History of Internet of Things
Carnidge Mellon University 
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Active IoT Devices
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• Revenue in the IoT market to reach US$1,177.00bn in 2023
• The market´s largest segment is Automotive with a market volume of US$397.20bn in 2023
• Revenue annual Growth rate of 13.6% (CAGR 2023-2028) resulting in a market volume of US$2,227,00bn in 

2023 

Internet of Things Worldwide
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How IoT is transforming industry and every day life?

• Healthcare: Wearable fitness trackers and smartwatches monitor vital signs, track 
physical activity, and provide real-time health data. 

• Agriculture: IoT sensors in fields and on livestock can monitor soil moisture, 
temperature, and crop growth, enabling farmers to optimize irrigation, fertilizer usage, 
and overall crop health. 

• Smart Homes: IoT devices in smart homes can be controlled remotely via smartphones 
or voice assistants, allowing homeowners to adjust temperature, lighting, and security 
settings for enhanced energy efficiency, convenience, and security.

• Manufacturing: IoT enables interconnected machines in manufacturing, collecting real-
time data on performance, inventory, and energy. This allows for predictive 
maintenance, efficient resource allocation, and streamlined production processes in 
smart factories.
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How IoT is transforming industry and every day life?

• Transportation: Sensors and communication technologies in cars enable features like 
GPS navigation, real-time traffic updates, automated safety systems and optimize supply 
chain management.

• Retail: IoT devices in retail stores, such as beacons and RFID tags, enable personalized 
shopping experiences, inventory management, and targeted advertising

• Energy Management: IoT devices can monitor and control energy consumption in homes 
and buildings, helping to optimize energy usage, reduce waste, and lower costs. Smart 
grids enable better management of electricity distribution and integration of renewable 
energy sources.
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Why IoT is important in Robotics?
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How IoT Works?
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Architecture of an IoT System
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IoT Devices

IoT devices refer to a diverse range if computing devices that can connect wirelessly to a network
and equipped with the ability to transmit data. These devices are part of the growing network of the
Internet of Things (IoT), which includes a wide variety of interconnected devices.

The Internet of Things (IoT) expands internet connectivity beyond traditional devices like desktops,
laptops, smartphones, and tablets, to encompass a wide range of everyday physical objects and
devices that were previously non-internet-enabled. These devices are equipped with embedded
technology that enables communication and interaction over the internet, allowing them to be
monitored and controlled remotely.
In theory, you can make any device an IoT device by adding internet connectivity and the ability to
transmit data.
To create an IoT appliance, a combination of hardware and software components is need, including
development boards, sensors , actuators , cloud services and programming languages.
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SBC, Microcontroller, SoC & Development boards

There are several types of development boards for IoT, each with its own set of features and
capabilities. The most common types are:
• Microcontroller boards: These are small, low-power devices that are used for embedded systems

development. Microcontroller boards typically feature a single microcontroller chip and a limited
amount of memory and input/output pins. (Arduino Uno, Raspberry Pico and STM 32)

• System-on-chip (SoC) boards: These are more powerful than microcontroller boards and feature
a complete system on a single chip. SoC boards typically include a microprocessor, memory, and a
variety of communication interfaces. ( ESP32, ESP8266, Nordic nRF52 and Raspberry Pi).

• Single-board computers (SBC): These are powerful computers that are built on a single circuit
board. SBCs typically feature a processor, memory, storage, and a variety of input/output
interfaces. (Raspberry Pi , Jetson Nano, Asus Tinker Board and BeagleBone Black).

The choice of board will depend on the specific requirements of your project, such as processing
power, memory, and connectivity options.
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Development board and SBC for IoT
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Raspberry Pi
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Raspberry Pi Interfaces

•Serial
The serial interface on Raspberry Pi has receive (Rx) and transmit (Tx) pins
for communication with serial peripherals.

• SPI
Serial Peripheral Interface (SPI) is a synchronous serial data protocol used
for communicating with one or more peripheral devices.

• I2C
The I2C interface pins on Raspberry Pi allow you to connect hardware
modules. I2C interface allows synchronous data transfer with just two pins -
SDA (data line) and SCL (clock line).
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Generic block diagram of an IoT Development Board

The basic block diagram on an IoT devices is 
summarized as follow:
• Processor which often is a microcontroller.
• Connectivity component to communicate 

with other devices using Wi-Fi, Bluetooth or 
cellular network.

• Memory that is used for storing device´s 
firmware, settings, readings and logs.

• User interface to provide a way for user to 
interact with the device (  audio/video)

• I/O interfaces for sensors or actuators
• Power supply that can be a battery, solar 

panel, or external power source.
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Sensors

IoT sensors ate classified into two categories:

• Analog Sensors: These sensors measure physical parameters such as temperature, pressure, and
humidity, and convert them into electrical signals that are analog in nature. The analog signals
are then processed by an analog-to-digital converter (ADC) to convert them into digital signals
that can be processed by a computer or microcontroller.

• Digital sensors: These sensors directly generate digital signals that can be read by a computer or
microcontroller. Digital sensors are often used for measuring motion, proximity, and
environmental conditions. They are also more accurate and less susceptible to noise compared
to analog sensors. Some examples of digital sensors include GPS sensors, motion sensors, and
light sensors
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Sensors
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IoT Protocols

IoT protocols can be mapped to different
layers of the OSI (Open Systems
Interconnection) model, which is a
conceptual framework used to understand
and describe network protocols and their
interactions. Here's a breakdown of common
IoT protocols.
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Logical Design of IoT

• Logical design of an IoT system refers to an
abstract representation of the entities and
processes without going into the low-level
specifics of the implementation.

• An IoT system comprises of a number of
functional blocks that provide the system the
capabilities for identification, sensing, actuation,
communication, and management.
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Publish-Subscribe communication model

• Publish-Subscribe is a communication model that
involves publishers, brokers and consumers.

• Publishers are the source of data. Publishers send the
data to the topics which are managed by the broker.
Publishers are not aware of the consumers.

• Consumers subscribe to the topics which are managed
by the broker.

• When the broker receives data for a topic from the
publisher, it sends the data to all the subscribed
consumers.
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WebSocket-based Communication API

• WebSocket APIs allow bi-directional, full duplex
communication between clients and servers.

• WebSocket APIs follow the exclusive pair
communication model
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Other communication models

• Request-Response communication model
• Push-Pull communication model
• Exclusive Pair Communication model
• REST-based communication API
• Exclusive Pair communication model
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Challenges of IoT

• Security risks: With the increased number of connected devices, the risk of cybersecurity
threats and breaches increases.

• Interoperability issues: With the multitude of devices available in the market, ensuring
interoperability can be challenging.

• Privacy concerns: IoT devices can collect sensitive data, leading to privacy concerns.

• Complexity: The complexity of IoT devices and their interconnectedness can make it
challenging to manage and maintain them.

• Cost: IoT devices can be expensive, and the cost of implementing and maintaining them can
be prohibitive for some businesses and individuals.



MODERNIZATION OF MECHATRONICS AND ROBOTICS FOR BACHELOR DEGREE  IN UZBEKISTAN THROUGH INNOVATIVE IDEAS AND 
DIGITAL TECHNOLOGY (609564-EPP-1-2019-1-EL-EPPKA2-CBHE-JP)

3
6

This project has been funded with support from the European Commission under the Erasmus+ Programme. The content of this presentation reflects the views only of the authors, and the Commission cannot be held 
responsible for any use which may be made of the information contained therein.

Benefits of IoT

• Increased efficiency and productivity: IoT devices can automate various tasks and
processes, leading to increased efficiency and productivity.

• Improved decision-making: IoT devices can provide real-time data, enabling businesses
and individuals to make informed decisions quickly.

• Enhanced customer experience: IoT devices can personalize the customer experience by
providing customized services and products.

• Cost savings: IoT devices can reduce costs by optimizing processes and reducing waste.

• Improved safety and security: IoT devices can monitor and control environments, making
them safer and more secure.
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Physical Design of IoT

To get data from a toaster, you can follow the steps outlined below:
1.Choose a suitable temperature sensor or a thermocouple that can withstand high temperatures. For example, a K-type
thermocouple can measure temperatures up to 1,200 degrees Celsius and is ideal for use in a toaster.
2.Connect the temperature sensor to a microcontroller board such as an Arduino or Raspberry Pi. You can use a breakout
board or a shield that is compatible with your microcontroller board to connect the temperature sensor.
3.Program the microcontroller board to read the temperature data from the sensor and record it. You can use programming
languages like C++ or Python to write the code for your microcontroller board.
4.Place the temperature sensor inside the toaster. Ensure that the sensor is not in contact with the heating element or any
moving parts inside the toaster.
5.Run a test cycle on the toaster and monitor the data being recorded by the microcontroller board. The microcontroller
board should be connected to a computer or a mobile device so that you can view the data being collected.
6.Analyze the data collected and use it to improve the toaster's performance. For example, you can use the data to optimize
the heating element's temperature or adjust the cooking time to achieve better results.
It's important to note that modifying a toaster or any other household appliance can be dangerous and should only be
attempted by qualified professionals with the proper training and expertise. Always follow safety guidelines and take
necessary precautions when working with electrical appliances.
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Edge Computing
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What is edge computing?

Edge computing is a distributed computing model that brings computation and data storage closer
to the devices or endpoints where it is needed, rather than relying on a central location or a remote
data center. By contrast, IoT systems based on a cloud architecture rely on a centralized or cloud
based servers to process data.
Without an edge architecture, data needs to me transmitted from distributed IoT devices to a
central location for processing, and the results are then used to transmit commands back to the IoT
devices to adjust their operating parameters.

What are IoT Edge devices

IoT edge devices are physical devices such as sensors, cameras, and other type of hardware, that
gather data about a particular environment or system.
IoT edge gateways are intermediary devices between edge devices and the rest of an IoT network.
Edge gateways process and filter data from edge devices as well as transmit the data to a central
location or cloud platform.
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• In a cloud architecture, IoT devices send data
to the cloud where it is processed, analyzed
and stored, and the results are sent back to
the devices as needed.

• In Edge computing, IoT devices process and
analyze data locally or near the source of
data Generation, reducing latency na
minimizing data transfer to the cloud.
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Edge Computing Architecture
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Key Benefits of edge computing

• Reduced latency: By processing data closer to the source, edge computing reduces the latency
or delay in data transmission, enabling faster response times and better real-time performance.

• Improved reliability: Edge computing can improve reliability and availability by reducing the
dependence on a centralized data center and enabling redundancy and failover at the edge.

• Increased scalability: Edge computing allows for distributed computing and storage resources,
making it easier to scale up or down as needed.

• Improved data privacy and security: Edge computing can enhance data privacy and security by
enabling data to be processed and analyzed locally, reducing the risk of sensitive data being
transmitted over the network.

• Lower network bandwidth usage: By processing data locally, edge computing can reduce
network bandwidth usage, leading to lower costs and more efficient use of resources.

• Cost savings: Edge computing can help reduce costs associated with data transmission, storage,
and processing, by leveraging local resources and minimizing the need for expensive centralized
infrastructure.
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